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Wanna know more?

Applications are not limited to just a single pla�orm. Binar� 
code can be delinked across �le formats and relinked across 
ABIs� as long as the pieces can be stitched together...
(ma� require additional techniques like thunking� glue code 
and suppo� for custom calling conventions in toolchains)
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For a decompilation project� each individual object �le can be 
reimplemented as a source code �le� one piece at a time� until 
the program is full� decompiled.
The linker can produce a working executable �le at each step� 
even if the pa�s are not matching.
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Once a program is delinked back into object �les� a new 
executable �le can be created b� linking both original and 
new pa�s together.
Bug�xes and new features can be retro��ed into existing 
programs� even if their original source code is unavailable.
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What can I do with this?

To create object �les from these annotations:
· Anal�ze references to infer relocations.
· Use the labels to create s�mbols.
· Unappl� all relocations to get relocatable sections.

Ever�da� reverse-engineering work on 
executable �les �ields annotations:
· Memor� blocks.
· Labels.
· References.
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48 65 6c 6c
6f 2c 20 77
6f 72 6c 64
21 0a 00

msg    0
      4
      8
      c

8d 4c 24 04
83 e4 f0 ff
71 fc 55 89
e5 51 83 ec
08 6a 0e 68
00 00 00 00
6a 01 90 e8
fc ff ff ff
8b 4d fc 83
c4 10 31 c0
c9 8d 61 fc
c3 8d 76 00

main   0
      4
      8
      c
     10
     14
     18
     1c
     20
     24
     28
     2c

write

msg

83 ec 10 6a
00 6a 00 e8
fc ff ff ff
89 c2 b8 01
00 00 00 89
d3 cd 80 2e
8d b4 26 00
00 00 00 90
53 b8 04 00
00 00 8b 4c
24 0c 8b 54
24 10 8b 5c
24 08 cd 80
5b c3 2e 8d
b4 26 00 00
00 00 66 90

_start 0
      4
      8
      c
     10
     14
     18
     1c
write 20
     24
     28
     2c
     30
     34
     38
     3c

main
83 ec 10 6a
00 6a 00 e8
34 00 00 00
89 c2 b8 01
00 00 00 89
d3 cd 80 2e
8d b4 26 00
00 00 00 90
53 b8 04 00
00 00 8b 4c
24 0c 8b 54
24 10 8b 5c
24 08 cd 80
5b c3 2e 8d
b4 26 00 00
00 00 66 90
8d 4c 24 04
83 e4 f0 ff
71 fc 55 89
e5 51 83 ec
08 6a 0e 68
00 a0 04 08
6a 01 90 e8
c0 ff ff ff
8b 4d fc 83
c4 10 31 c0
c9 8d 61 fc
c3 8d 76 00

48 65 6c 6c
6f 2c 20 77
6f 72 6c 64
21 0a 00

08049000
08049004
08049008
0804900c
08049010
08049014
08049018
0804901c
08049020
08049024
08049028
0804902c
08049030
08049034
08049038
0804903c
08049040
08049044
08049048
0804904c
08049050
08049054
08049058
0804905c
08049060
08049064
08049068
0804906c

0804a000
0804a004
0804a008
0804a00c

msg

main

write

_start

.exe

To create an executable �le� the linker takes 
each object �le and:
· La�s out their sections in memor�.
· Computes the addresses of the s�mbols.
· Fixes up the relocations.

Relocatable object �les are made up of:
· One or more sections (arra�s of b�tes).
· A set of s�mbols.
· A set of relocations.
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83 ec 10 6a
00 6a 00 e8
34 00 00 00
89 c2 b8 01
00 00 00 89
d3 cd 80 2e
8d b4 26 00
00 00 00 90
53 b8 04 00
00 00 8b 4c
24 0c 8b 54
24 10 8b 5c
24 08 cd 80
5b c3 2e 8d
b4 26 00 00
00 00 66 90
8d 4c 24 04
83 e4 f0 ff
71 fc 55 89
e5 51 83 ec
08 6a 0e 68
00 a0 04 08
6a 01 90 e8
c0 ff ff ff
8b 4d fc 83
c4 10 31 c0
c9 8d 61 fc
c3 8d 76 00

48 65 6c 6c
6f 2c 20 77
6f 72 6c 64
21 0a 00
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08049004
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08049034
08049038
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48 65 6c 6c
6f 2c 20 77
6f 72 6c 64
21 0a 00

msg    0
       4
       8
       c

8d 4c 24 04
83 e4 f0 ff
71 fc 55 89
e5 51 83 ec
08 6a 0e 68
00 00 00 00
6a 01 90 e8
fc ff ff ff
8b 4d fc 83
c4 10 31 c0
c9 8d 61 fc
c3 8d 76 00

main   0
       4
       8
       c
      10
      14
      18
      1c
      20
      24
      28
      2c

write

msg

83 ec 10 6a
00 6a 00 e8
fc ff ff ff
89 c2 b8 01
00 00 00 89
d3 cd 80 2e
8d b4 26 00
00 00 00 90
53 b8 04 00
00 00 8b 4c
24 0c 8b 54
24 10 8b 5c
24 08 cd 80
5b c3 2e 8d
b4 26 00 00
00 00 66 90

_start 0
       4
       8
       c
      10
      14
      18
      1c
write 20
      24
      28
      2c
      30
      34
      38
      3c

main
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What's delinking?

If the source code �les are lost� the developer can't use the 
toolchain to create new executable �les an�more� so the 
program must either:
·  Be reimplemented from scratch.
·  Be binar� patched� hooked...
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If a program needs a new feature or a bug �x� the developer 
can create a new executable �le b�:
·  Adding or replacing source code �les.
·  Invoking the toolchain again.
... as long as the� have the sources on hand.
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In order to create a new program� the developer writes a set 
of source code �les� then invokes the toolchain:
· Each source code �le is compiled into an assembl� �le.
· Each assembl� �le is assembled into an object �le.
· All object �les are linked into an executable �le.
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What's the problem?

Delinking: stripping programs for pa�s


